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Abstract: To address the problem that the existing network traffic classification methods are not
able to promptly identify early unknown applications in case of data scarcity, a method for the
early identification of unknown applications based on sequence features and knowledge guidance is
proposed in this paper. On the one hand, a traffic classification model, named FAIN, is constructed
using the Transformer-encoder framework. By leveraging the self-attention mechanism, FAIN
model effectively captures global dependencies among packets and generates distinguishable repre-
sentation for classification. On the other hand, to improve the adaptability of FAIN model to data
scarcity, a model optimization strategy that couples supervised pre-training with meta-learning is

proposed. This strategy empowers the model to quickly learn unseen tasks in a few-shot setting.
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In this study, in-depth comparative experiments are conducted on few-shot datasets synthesized

from real campus network traffic. The results show that the proposed FAIN traffic classification

model is superior to existing methods in terms of public network traffic classification. The opti-

mized FAIN model improves the accuracy on the 5-class and 10-class few-shot classification tasks
of the XJTU-FSTC and CSTNET datasets, with the maximum accuracy increases of 16. 75%,
10.08% and 11.57%, 8.24%, respectively. This model provides effective support for the early

identification of unknown applications.

Keywords: network traffic classification; self-attention mechanism; pre-training; few-shot learning
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Fig. 1 Overall framework of the proposed method

BARH W RS X 25 B I o B 5K A I 2 B4

fiE p; ZISERAETE W, WSS B o Y%A 2 18] L S

(BRSO L BRI R R A e T

H5H

http: // zkxb. xjtu. edu. cn

e, = W, p: + b)) + e €Y
KW, € R (b, € RY 53 5l 378 LR S HOR
g 5[] B el € RY RN AL B i ol i . 25 B A5 3
M AR E,=[e s e -, e, |JE R B AF] FAIN




114

KUFRIE o 45 - R F e SRR AL 55 0095 | 18 A R0 199 2% 1oz FH 3 U000 O 2 185

RS T AT 38 J2 S B — R R R R
H, = MultiHead(Q,, K,, V,) &))
E, = BatchNorm(FFN(E, , + H,)) (6
KB, H € R i 51 RoRJZHGFENC ) RO
] 44 ; BatchNorm ( « ) KR H—1fb., ¥HEF—2ZE1
i B, 222 B R A B R R [ B Z

Z = W,.E; + b, D
A ZE R o s W, € R o b, € R, BN AR
2.2.3 RE;EBERA K BHK

FEST B B, SR FHOBLJZ 17 5% 4 28 IO 4% Ay 4 43 2%
i B I o R A ) BRI AR B ) R 1 i Z AR R
BN AR T R 4% B G T 45 SR y
y = Softmax(Mean(ReLUW, Z + b )W, +b,))
(8)
KW, W, by b, HEMEZESHGReLUC ) Fm i
5 PRE Mean ( « ) R8-S B #4E, AR Z 9328
[\ 7R T ) 52 S A8 SR A S 41 % pR A

N C
r—— %2 201G = y)lng(y:) Y
i =1

KN EHEARREC AN HFRERH1C)
€ {0, 1) AR REL, YT LS v, A SEARE v,
— B HUESR 159« ) S TN AR 28 B HE 28
2.3 EFMillgGnEETEINERRLRE
2.3.1 MAML ¥

MAML (model-agnostic meta-learning)"*" ff
Ry — R BT RR TR Y T ) Sk, HAg o i R
LA TN M T T A B B, gh e AL £, A
1£5 534 p (7) , MAML 1940016 B AR A

mﬁin > Lr (fy) = > L Soasye, )

e -

(10)

o R TEIG B B2 T 3 £ (o) FR AT

S i WBURA, TEA— R It R AT S

S p (T BEHLRRE M AN AT (T T

o TV S BRIT TSN B B A AN AT S T
7 X SR 0 AT b A B O

0F = 0% —aV v Lo (fyev)  (AD

TETC TR B, B M AN 1E % 19 951 0 b

JHF 0B S 80

M
O = 0, — BV 4 > L, (0 (12)

o B R T M B 12 )
Sy T T2 3 o o B S o 7
SR SR 27 TR 4 T MAML B — By o]

http: // zkxb. xjtu. edu. cn

vk FOMAML, FOMAML 450 7 28 (10) H i1 — [y
SRR AL FE O AR R TR B R T, S
AE A R FOMAML &L R E T 62 21 3L
R HLAE 8 AR UEAR R R BE R A AR I R
2.3.2 AT %A LT T 0 BB AL Kok
= (9) A1 (10) AT 41, MAML B 3%t 280 0 1y
g B O A e S L B o B A, 0K
ARG B A T K. Bl 2l 72 5 52 8 2 50
SR, AU R E. BRIk,
FAIN B o 3 F Transformer #E 2844 8 1) 55 1iF $2
R He S B0 P K 7B /INFEAS 22 2] 3 v vl g o i
U 7™ R AR Y 7 AR RE 1, S 30U R R K
117 L5 BLHE AR A 52 OB B 2 B0k A7 B AL 9D 1R 4k, —
J7 2 F BN R Rl L 55— O i T REAR B AN
& I g AR R R T BRI SE R R B A, B B
A tERE .

R I, AR SCARE A B S I 2 0 — B R EE T2
FHEE G AR A AL SR ms , I 1(b) firaR . H kb,
TS R 0 2% R AR X FATN A5 e fif
AW R ION% . 25 LR RIES LK
FEAE £ BURE B 19 501 25 250 0,veivainea TE R TT 22 2] 30
BYESEG BWAAE TR A4S E0h 4850
e s E R SR AT I Tve= < B U
T b SO B TR 7 ), % R BE AL B Ak S BT
A 1 W 1 A AR 84 3 R R e A ) R 5 k[ R, Oy
HE— Uk L ouE 2 S R R — e A
% Reptile JH DAREAR K A =5 B 456 B2 717 >R 1Y &5 By H 58
IS 4 R AR YN SR i 5 B R] . BEARLSBOR

N

K
Oy = 0, + %2 SVLr 00 —6) (13

i=1 k=1

A p RoRF T FN R UZAE.
BiE 1 ST REBIIZM Reptile K9SB E
AN KR [y AT 55045 p (T s NS EL Oy »
F R o B KR R IR N
i i AR B S HL 0.,
WAL ZHL: 0 < Oyreine
while :<XN do
= LI 2R B Bt
RIS (T s T o
for j in range(M) :
M Tl TR EZFRE S, #2200 TR AT 55 6
KA 5
RAIEXADXSHL 0, AT b L H s
8 M T HAMLE Q HHHEH

VL, (07

s "t T{wmin} ~ P(T)

[ B B C R R

]




186 W % oz M

PN

857 %

9 end for

10 # JCHUBF B

11 R AT s Thins oo Tl AR S5 ABIEAE, #2250
(13) BEHH RIS 0,5

12 i=i+1

13 end while

14 return 0,

15 REEMRAAL S Tew ~ p(D)

16 fii HALAL S S5 0., 132K 45 R

3 L SEUR T

3.1 SKIEE
3.1.1 SZBRBE

ARSCHT A LIRS #RBCE T 2 3t Intel
(R) Xeon(R) E5-2690 V4 2. 60 Hz CPU Ab 3 25 A K
4 Ht NVIDIA Tesla V100 32 GB GPU &b FH 8 , #u4E £
%4i Jy Ubuntu 16. 04 /05554 Python 3. 8,

3.1.2 #WBELHKERAE

BT 2 AN TF W4 G AT 2 B R 4 ISCX-
Tor2016* Fl ISCXVPN2016™ , A K 1 EL 52 K¢ el
W 3L £ A B N AR B i 48 XD TU-FSTCHY FA IF
BHEE CSTNET-TLS 1. 35 & B /INRE A B 45
FF IR A S5

(1)ISCXTor2016 %4l 45 M 18 F H AT 48 3R 1
(9 00 % i 1] (Facebook , Spotify ., Gmail %) 1, it £
T AL VIR A S A A8 R I 4%
IR 55 149 9 2, I ELAR 0 30 2 5 0t Tor 3 %8 #4518
OB RE R E N Tor M Non-Tor W25, # s
45 16 KbR .

(2)ISCXVPN2016 %455 M Facebook ., Skype.
Spotify.YouTube % 16 Ff [ £ N FH R 5 T &
IR MR A L SCPA% S 25 6 bR FH I 45 IR 45 1 O 6
I H AR P % 2 75 i VPN % I8 A B B 4 R IR
% W4 VPNl Non-VPN 2% , %504 45 40 &
Application classification Hl Service classification
P55 2 A0 16 2BPR2EH 12 hr,

(3)XJTU-FSTC /] A B 415 4 AR 8 52 50 == 0
510 B OS2 AL B MO i A . A4 & BitTorrent,
YOUKU.QQLive, TikTok %5 64 Fft % £& i JH 7= 4=
M, 2t U8 AT AR — R T T AR
BN AL 50 AR B REAR N 20
AT 256 A Edls A . 2EBCL T 50 KN T
MR AT 55 A 14 280 FAS g AT 55

(4) CSTNET /] FE A 550 95 45 o A FF 204 4k
CSTNET-TLS 1. 3 & #A5 2], B 407 120 2507 H

http: // zkxb. xjtu. edu. cn

PR BERARZEAL T 50 DU FEAS , BN REAS h B
UG 30 A EHE A A k., B 96 20 T
FIEN AT 55 R4 24 80 FHH T AT 55

BARETEAM MG B3R 1 iR, 78 JiAb B it
R ep, g BEOMH [A] 0 e 41 M SR AR peap SCF Hh i 1 H )
eI B B AT U ET N AN B0 A, B B B £
IRk AL E Sk b s TP Mk H Y IP ik
Uit 11555 A5 3 W28 7 S REAS I An 7 . U 81 o
Bl A4 K TTL i 8] 8 1 K/ Flags , 49 18] B 1) 1
i [ S 4 Ry B S R AR 4R 5

A1 EBATRNKEESRTEE

Table 1 Statistics of the datasets

HE 4 it (kg FREEHL
ISCXTor2016 14 505 80 000 16
12(Service) ,
ISCXVPN2016 6023 137 163
16 (Application)
XJTU-FSTC 3200 598 400 64
CSTNET 6 000 180 000 120
3.1.3 Zkém¥y

K H Pytorch T BE 2% > HE 42 52 91 52 50 A RS L £
Scapy I nfstream B PEf#HT 4G peap SCHF . 153 35
FIKEE 30 HEHR AT, 78 ISCXTor 2016 #
ISCXVPN2016 A FFEHln 4 [ He IR 6:2:2 (4 LU 3 Rl 43
IR IREE AN 4 . 76 XJTU-FSTC $di 4
AR 82 I L B R 43 R L FH R R L I A
50 K FEAH 10 28 K BEA/MEEAR 2T 55 . 1%
B FAIN BN G i 280 3, B T 2 0 A 8 3k %L
M8 HIUR i A YEFE N 128, K ReL U 387 R %L,
TE T 2k B Bt , SR 48 K LB 8 0 0y HH I i A5 A4S 6 A5
AU AT WU 25, >k Radam 1L 45, 2% 2 RN
10 % e RN ZREe KN 200, EEEARBCE Ny 32,1455
FE R A HLHI BT I G . FE/NEAR 22 ST B B
MANGAE P BEHLRAE 5 000 DMINZAT 55 47145, o8
YIZRBY Bk A SGD k2% . 2% 2 % 107 iR ECh
5, TG HT B BER FH Adam L Ab 25 . 5421 %k 1077,

3.2 EE&AEETMER
3.2.1 AZLuk

iy B AE it 42 J7 k0 A RS L AR SCIEEC T 6 M
YU IO AR Ry A AT X LR A 4E pack-
et-level 75 : BSNN Fl DeepPacket, U } flow-level J7
% : AppScanner , AWF | DeepFinger 1 FSNet,

(1) DeepPacket™"*' . | FH #0840 01 48 5 1 7
BT HER [ 3 5 2 (SAE) il — 48 4 BUr 28
2% (1D-CNND) 4 2 1 3 12 3 2R A5 AL




114

KUFRIE o 45 - R F e SRR AL 55 0095 | 18 A R0 199 2% 1oz FH 3 U000 O 2 187

(2)BSNN'™ g #4417 28 rp 1) 245 17 91 43
HM LA A B EET LSTM Al GRU 76 3 # 28 W) 2%
g G e g 4 B0 R B PN RIS [) e B 22 ) B R A

(3) AppScanner™™ . fifi F £ 4% 41 £ K 5 51 A
40 REFIN G AT FEAEAE M A, 45 & SVC FIBE AL
AR SEHLTFHL App Wi 432K,

(4) AWFSS | 35 45 Rl 28 o 2% A4 22 o5 1iF 42
s s T A gl ) sk i 20 e O 6

(5) DeepFinger*", #£ AWF S& A 1wk 1] 45 HE
A0 FH U B A T B4 I 77 AR SR et 5 1) Tor Y00 W6 #45 IE i

(6)FS-Net'" | $E B o 1 B8l 42 5 K 7 51 4E
KA L F T BEGRU 1 25 #2809 2 9 & 4 1IF $2 X
I E R 5O AR UE T G 5 A E A R
3.2.2 EMFAR

ARSCRAA B (R VK HER (P HERF (A)
FF, ERPPAS BT 42 7 AR A o0 A 55 B bERE .

(14)

_ T
P=TE (15)

Tp + T
A= PN 16
Tp+Fy+Fp+ Ty (16

~ 2PR
Fi=5 0k (17)

X To R IE S FEREA  Fo RR 4G AR 5y
FNIEREAR s Fy R IEREAR RO TREA T &
ARIEW R AR B BBV BE A A R A A
P A [R) R, AR SR A 4 1 H 300 S 45 2R
3.3 ZWRERSHF
3.3.1 WNFHEEFRER
ARICEIA KT IRIE %S B packet-level i &
43255 1 DeepPcaket Fll BSNN, LI M flow-level i
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% 2 1SCXTor2016 #= ISCXVPN2016 A Fr#3E E 5T b 24 R
Table 2 Comparison results on ISCXTor2016 and ISCXVPN2016

. ISCXTor ISCXVPN-Service ISCXVPN-Application
e PENCIE S K A F FENCIES R F FENEES K A F,
BSNN 0.9017 0.902 4 0.896 1 0.8931 0.894 5 0. 886 0 0.918 4 0.9217 0.916 0
DeepPacket 0.916 4 0.919 3 0.9124 0.924 2 0.9379 0.9217 0.946 7 0.9513 0.946 7
AppScanner 0.442 2 0.3756 0.3913 0.722 5 0.7339 0.7197 0.5198 0.486 4 0.493 5
AWF 0.802 8 0.7890 0.7839 0.687 9 0.709 2 0.665 2 0.7701 0.7787 0.767 5
DeepFinger 0.847 6 0.8450 0.8409 0.820 2 0.828 7 0.8100 0.809 7 0.8312 0.808 9
FS-Net 0.917 6 0.9211 0.9156 0.9117 0.914 3 0.909 5 0.9018 0.906 4 0.899 7
FAIN 0.9338 0.9325 0.9317 0.9315 0.9318 0.9293 0.9127 0.9171 0.9110

T IR 43 3R R AL 1E .
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DeepPacket 1 FS-Net 43 % & F+ 7 1. 74%
1. 62% ; % T ISCXVPN-Service 43281 %5 . FAIN 1Y
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FAIN ME T RAL flow-level J7 1% FS-Net, H F, {8
I 1.13% ., [H2 fEZAES F FAIN FRBA
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SEER 25 R R AR SCHR 1 B T Transformer-
encoder HEZE [ it 5 43 A AL FAIN, G2 % M 5L 4R It

http: // zkxb. xjtu. edu. cn

A RS U U T S 0 B R RO M R
AT BEVE R FROR ) i T A 2R

1E ISCXVPN-Application 43 25 1T 45 |, FAIN #i
IR IAS Fe packet-level 5% BSNN F1 DeepPacket,
XS BT ISCXVPN2016 $idis 4 #2924 peap
A packet-level J5 242 MU pacp SCHF Hf B A B His
AL 749 7 B0 A I 2 5 S A R al £ L i 4
H flow-level 789 FAIN J£ I pacp S H & 4
i LA P 9 A N 2 s AR A B s 46 . i T
FEAIE A [R] 52 203X W9 28 J7 1k 10 0308 6 e A
FBRZE I M AFAE 22 5% . WAl 2 7R, packet-level J7
2 G BE DA A B30 VAR A 34 5 B B 1 0m 4 T
flow-level J7 By I R4E , 3 FAIN 7EZAT 55 119
FIA K BSNN Fil DeepPacket,




188 W% o oW k¥ % Mt 57 %
43007 packet-level 5 7% I flow-level 7% 3.3.2 I HABEEFRER

ol 7R 2t A SCHEIR 5 b flow-level Lt
3000k 533507 AWE | AppScanner, DeepFinger ,BiILSTM
52500} FS-Net 5 £ W45, 53 5l 45 5 FOMAML HilReptile
;2000‘ F6E JG2 M B E N baseline £55 84, [&] Bf o, A1 24 Bif 48
1300 NE B N BE AR 2 3] 7 B Prototypical Network,
o Relation Network #4774 I, 7 3 A7 4 4 JiJ&
0 T R Tk 5 AR SO ik AR XITU-FSTC LU &

i CSTNET /M A Uit 1 4 28 58 48 1 i X Lh 25
2 1SOXVEN A (F 5 I A T o XITU-FSTC MR R 15 K0 45 5 01 A %0
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Table 3 Comparison results on XJTU-FSTC

Sk PRAECH 5 M I AE & PR ER 10 ZE I 1Y o 26
1HEAR 5 FEA 10 BEA 1 REA 5 FEA 10 BEA
FOMAML+ AWF 0.248 0 0.2731 0.274 5 0.1405 0.154 6 0.161 8
FOMAML+ DeepFinger 0.396 5 0.4918 0.5323 0.248 2 0.3059 0.3294
FOMAML+BILSTM 0.3340 0.3812 0.394 6 0.2060 0.2359 0.2191
FOMAML+ FsNet 0.4405 0.6432 0.714 1 0.3518 0.496 2 0.536 4
Reptile+ AWF 0.277 2 0.3351 0.3623 0.156 4 0.207 8 0.2176
Reptile+ DeepFinger 0.405 5 0.456 8 0.4811 0.267 3 0.2970 0.317 9
Reptile+ BiLSTM 0.3371 0.527 6 0.594 5 0.174 2 0.264 9 0.3134
Reptile+Fs-Net 0.3928 0.6317 0.722 2 0.294 9 0.509 8 0.597 3
Relation Network 0.193 6 0.2012 0.204 4 0.108 3 0.127 2 0.156 6
Prototypical Network 0.5550 0.707 1 0.756 5 0.4307 0.582 2 0.636 8
FAIN-+ Reptile 0.426 4 0.694 0 0.7711 0.3252 0.634 3 0.702 8
FAIN-+ Reptile+ Pre-train 0.6080 0.7952 0.876 3 0.4526 0.728 4 0.786 7

TE LS 7 s e A AH

% 4 CSTNET # ¥ £ EmaE R

Table 4 Comparison results on CSTNET

. PRAEBON 5 LI i PRAERLN 10 ZE I A e 5
e 1 HEA 5HEAR 10 FEA 1 FEA 5REAR 10 REA
FOMAML+AWF 0.3208 0.3395 0.3711 0.183 4 0.2359 0.249 3
FOMAML+ DeepFinger 0.3870 0.5929 0.659 7 0.2858 0.4405 0.5119
FOMAML+BiLSTM 0.4131 0.440 6 0.4580 0.224 2 0.2911 0.2343
FOMAML+ FsNet 0.6179 0.809 7 0.8395 0.484 0 0.5658 0.616 6
Reptile+ AWF 0.3337 0.4251 0.4910 0.199 2 0.2707 0.3184
Reptile+ DeepFinger 0.202 6 0.239 1 0.225 4 0.1010 0.1016 0.1052
Reptile+BiLSTM 0.3340 0.3812 0.5935 0.159 4 0.2237 0.2722
Reptile+ Fs-Net 0.487 2 0.7385 0.808 5 0.3139 0.5989 0.6703
Relation Network 0.193 6 0.2012 0.204 4 0.108 3 0.1272 0.156 6
Prototypical Network 0.6798 0.826 1 0.8325 0.4515 0.6689 0.7637
FAIN+Reptile 0.539 6 0.8352 0.8754 0.3989 0.710 1 0.7725
FAIN+ Reptile+Pre-train 0.6553 0.887 4 0.901 2 0.4813 0.758 2 0.805 4
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Fig. 3 Comparison of fine-grained classification results between FAIN and FS-Net on different classification tasks
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